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IXP challenges
A big L2 switch, but not only..

An IXP Fabric to offer anti-
DDoS services

A stable, secure IXP Fabric
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IXP Secure Fabric — Inherent protection
EVPN with Proxy-ARP/ND

The challenge The solution — EVPN

Proxy tables and configured IPs

Each configured IP associated to & list of
authorized MAC addressgs
e.g., M1 is authorized in PE1

Unsolicited GARP
IP1/M1

IP or IP/MPLS or
SRv6 network

L

ISP3 Router

ISP Router M1 has

PE3 IP1
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IXP Secure Fabric — Inherent protection

Rate Limit to
. ‘ Le Legitimat
Gated lines of defense incoming raffic - m—— i i___’ ¥ | nicast/um

- BUM Allow including ARP/ND
- Unicast (v4/v6) Legitimate MAC
First line of defense Second line of defense

4 © 2026 Nokia Peering Days, Bologna, March 23 -25th 2026 hO( IA



Rate Limit to
Legitimate
Unicast/BUM

IXP Secure Fabric — Inherent protection
Gated lines of defense Incotring raffic

- BUM i Rate Limit to
- Unicast Legitimate MAC ARP/ND

Third line of defense Benefits
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IXP challenges
A big L2 switch, but not only..

An IXP Fabric to offer anti-
DDoS services

A stable, secure IXP Fabric
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IXP Fabric and anti-DDoS Services — External protection
State of the art — The challenge with botnet and Al driven DDoS

Botnets & Al circumvent traditional anti-DDoS systems
- Real devices with real TCP stack able to respond to TCP/app challenges
- Real traffic, often encrypted = header/payload pattern matching fails

- Increasing DDoS attack variability

Solution:
use Al powered engine for more
reliable fast

For Botnet/Al DDoS:
* it's no longer about looking what's inside the packet

* instead, it's about

o understanding who/what is sending the packet
o fast detection and mitigation

detection and protection
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IXP Fabric and ant| DDoS SerV|ces — Extern‘zi‘protegtlon

Terabit tsunamis

Terabit-level attacks are a
daily reality for many
service providers, not
sporadic events.

Many terabit peaks are
reached under 1 minute. minutes

Snooze & lose

78% of attacks were

completed within five
minutes (compared to
44% in 2024); 37%
ended within two

100 Tbps, when?

Carpet bombing

52% of attacks target
multiple hosts/systems

(IP addresses)

Between September and
October 2025, within a
month, attacks over

19 /28 /40 Tbps*

were recorded.
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‘ evolved into a complex
ecosystem; malicious
5‘ » players fighting to hijack
and control bots
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IXP Fabric and anti-DDoS Services — -y ﬂé&
External protection 3

Turn the problem into a resource

(i @.@. &
DDoS attacks and IXP The solution




IXP Fabric and anti-DDoS Services — External protection
Turn the problem into a resource

Solution details Benefits

Auto-mitigation _______ ,
1

— 5Nl ———
DDoS Al Detection (L2

Peers  traffic xp  SPM/IPFIXIE3TS) Bl
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IXP Fabric and anti-DDoS Services — Exterfnalr
Next Generation Architecture

Secure Genome

Detect &
mitigate model

Endpoint 2 1
Intelligence >
’ . Al A itigation
4 v ‘ curity Policies

New Cases

* Security model trained on attack
data, scanning the internet,
intelligence on endpoints and
reputation

» Machine Learning Engine to
identify dynamically attacks in
real time

= Al Mitigation Controller to push
security policies to the network

* Hybrid Mitigation at peering
routers and/or dedicated high
scale scrubber



A Secure (EVPN SR- DDoS protection at IXP
based) IXP fabric https://www.nl-ix.net/articles-

events/article/beyond-peering-
our-vision-on-anti-ddos/

https://blog.apnic.net/2023/08/1
6/peering-lan-2-0-introduction-of-
evpn-at-de-cix/

https://blog.lacnic.net/en/ix-br-
promotes-the-use-of-segment-

routing-vé-vpn
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DDoS ction at
Hosting

https://www.worldstream.com/e
n/about-worldstream/ddos-

protection/
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Copyright and confidentiality

The contents of this document are proprietary
and confidential property of Nokia. This document
is provided subject to confidentiality obligations of
the applicable agreement(s).

This document is intended for use by Nokia's customers
and collaborators only for the purpose for which this
document is submitted by Nokia. No part of this
document may be reproduced or made available to the
public or to any third party in any form or means
without the prior written permission of Nokia. This
document is to be used by properly trained
professional personnel. Any use of the contents in this
document is limited strictly to the use(s) spedcifically
created in the applicable agreement(s) under which the
document is submitted. The user of this document may
voluntarily provide suggestions, comments or

other feedback to Nokia in respect of the

contents of this document ("Feedback").

Such Feedback may be used in Nokia products and

related specifications or other documentation.
Accordingly, if the user of this document gives

Nokia Feedback on the contents of this document,
Nokia may freely use, disclose, reproduce, license,
distribute and otherwise commercialize the feedback in
any Nokia product, technology, service, specification or
other documentation.

Nokia operates a policy of ongoing development. Nokia
reserves the right to make changes and improvements
to any of the products and/or services described in this
document or withdraw

this document at any time without prior notice.

The contents of this document are provided

"as is". Except as required by applicable law, no
warranties of any kind, either express or implied,
including, but not limited to, the implied warranties of
merchantability and fitness for a particular purpose, are
made in relation to the accuracy, reliability or contents

of this document. NOKIA SHALL NOT BE RESPONSIBLE
IN'ANY EVENT FOR ERRORS IN THIS DOCUMENT or
for any loss of data or income or any special, incidental,
consequential, indirect or direct damages howsoever
caused, that might arise from the use of this document
or any contents of this document.

This document and the product(s) it describes
are protected by copyright according to the
applicable laws.

Nokia is a registered trademark of Nokia Corporation.
Other product and company names mentioned herein
may be trademarks or trade names of their respective
owners.
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